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Forward
Welcome to the third edition of my white paper on the usage of the 5GHz band
for wireless LAN networks in the UK. This update has been created following the
addition (in August 2017) of new spectrum within the UK that may be used by
Wireless LAN (Wi-Fi) networks. It explores both existing and new 5GHz spectrum,
existing services in this area of spectrum and provides suggestions around how it
might best be used (primarily for Enterprise WLAN networks).

Background
I originally decided to put this white-paper together as I found it quite challenging
to find definitive information about how the 5GHz band is used within the UK for
licence-exempt, 802.11 ("Wi-Fi") communications. There are plenty of Wi-Fi textbooks available that describe spectrum allocation and usage restrictions in the
USA, but there are few that detail the regional regulations that apply in other
parts of the world.
As I am based in the UK, I decided to investigate the specifics of the 5GHz band in
my home country. As I had to do quite a bit of detective work to find this
information, I thought that putting it all together in one place for everyone's
benefit would be useful.
Before we launch in to this exploration of the 5GHz band, I want to provide a
caveat around the information presented here. As with everything else in the
world of IT (particularly Wi-Fi networks, as I write this), things change (often and
rapidly).
Please ensure that you do your own investigation and verify the information
sources that I reference in this document. There may be changes in regulation
and spectrum allocation that may render some of this information obsolete by the
time you read this document.
I will endeavour to keep this text up to date, but please do your own duediligence to verify this information. Contravention of RF spectrum regulations is
at best annoying and at worst dangerous (for instance, if you affect emergency
services or medical equipment). There is always the possibility of
financial penalty to consider too in extreme cases.

Version 3.01 (May 2018)

© Nigel Bowden

3

License-Exempt 5GHz Wi-Fi Spectrum in the UK v3

Introduction
Wi-Fi networking text books generally describe the licence-exempt areas of RF
spectrum that are used by Wi-Fi networks. Discussing the 2.4GHz and 5GHz bands,
they talk at length about the 'UNII' bands for 5GHz. The term ‘UNII' refers to RF
band definitions used by the FCC within the USA. The same frequencies defined
by those bands may be used in other parts of the world, but in the UK those terms
are not used to describe the same areas of RF spectrum.
(Note: I'll frequently use the term “Wi-Fi networks” in this paper. I am
specifically talking about wireless networks that adhere to the 802.11 standard.
They utilize “licence-exempt” radio frequency spectrum (i.e. you don’t need to
purchase a licence to use the RF channels that the wireless network occupies).
These same networks are also known as “wireless LANS” (WLANs) or “radio LANs”
(RLANs).)
A typical Wi-Fi text book will often describe in detail how the 2.4GHz band is
divided up in to eleven 5MHz channels (channels 1 through to 11) in the USA. It
will also describe how, in other parts of the world, there are different numbers of
channels used due to differing regional regulations. There are often examples
that show how the 2.4GHz band is divided in to 13 channels for much of Europe
and 14 channels in Japan (with perhaps a few other regional variations thrown in
for good measure).
Most people get a good feel for how 2.4GHz operates in their region from off-theshelf text books.
However, when the discussion turns to 5GHz, things are a little less clear. Most
texts talk about how the 5GHz band is divided up in to several “UNII” bands.
There are UNII bands 1,2,2e and 3. Each of them has varying usage
(indoor/outdoor) and power restrictions. Depending on which book you read (and
when it was written) around 23 channels are available in the USA in the 5GHz
band.
But, a quick inspection of any manufacturer’s access point data-sheet shows that
although there is support for 23 5GHz channels in the USA, there are perhaps only
19 channels supported in the UK. (Hopefully this will be changing in the near
future as vendors update their gear, but more on that later)
When I first started researching this topic, the question in my mind was: "OK, we
seem to have fewer channels than the USA, perhaps we don't support one of those
UNII bands for some reason?” However, it soon became clear that the UNII
band definitions are pretty much meaningless in the context of UK RF spectrum
usage.
Although many text books describe the 2.4GHz band for other global regions, they
pretty much ignore detail around 5GHz spectrum allocation anywhere other than
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the USA. I’m guessing this is due to the significant variation and complexity of
5GHz band usage around the globe compared to 2.4GHz. In this paper, I’ll provide
the missing clarity around the spectrum available in the UK.

Regulatory and Standards Organizations
In the USA, the regulations that apply to the use of licence-exempt Wi-Fi bands
are controlled by a single body: the FCC. However, in Europe, the situation isn’t
quite so clear-cut.
Spectrum usage in the UK is ultimately regulated by the UK's own spectrum
regulator, Ofcom. However, Ofcom also has a relationship with the European
standards body: ETSI. This is mainly through the ETSI ERM (Electronic Radio
Matters) working group. This relationship is used to harmonise, where possible,
the (advisory) European standards defined by ETSI and the UK spectrum
regulations mandated by Ofcom.

Ofcom
In the UK, we have Ofcom for the regulation of all wireless communications. To
quote from their web site:
"Ofcom is the communications regulator. We regulate the TV and radio sectors,
fixed line telecoms, mobiles, postal services, plus the airwaves over which
wireless devices operate."
They provide regulation and guidance for RF spectrum usage within the UK,
including licence-exempt wireless LANs.
One point to note is that in the UK and Europe there is slightly different
phraseology used in standards documents for wireless LAN networks. They are
referred to as: 'RLANs' (Radio LAN), rather than the usual "Wi-Fi network" or
“WLAN” terminology that is used in many other texts & standards documents.
Here is Ofcom's definition of an “RLAN” in the UK:
"An RLAN is a radio local area network. That is, it is a high bandwidth, two way
data communications network using radio as the medium of transmission rather
than optical fibre or copper cable and operating over a limited geographic area.
RLAN operate at 2400 – 2483.5 MHz, 5150 – 5350 MHz and 5470 – 5725MHz."
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ETSI
ETSI is a standards organisation whose role is to advise members states within the
European Union. In their own words (from their web site):
"ETSI, the European Telecommunications Standards Institute, produces globallyapplicable standards for Information and Communications Technologies (ICT),
including fixed, mobile, radio, converged, broadcast and internet technologies.
We are officially recognized by the European Union as a European Standards
Organization. The high quality of our work and our open approach to
standardization has helped us evolve into a European roots - global branches
operation with a solid reputation for technical excellence."
There are several ETSI-defined standards that provide guidance around the use of
licence-exempt bands (i.e. 2.4GHz and 5GHz) within the EU. Wi-Fi networks
within the UK are aligned to several of these standards. The UK is (currently) a
member of the EU, and Ofcom often recommends their use through its own
spectrum regulations.

Spectrum Regulations & Standards
Due to the governance of RF spectrum by Ofcom, and their adoption of some of
the European standards created by ETSI, we must consider several regulatory and
standards documents when trying to understand how the 5GHz band may be used
in the UK.

IR2006 (Ofcom)
The first document we need consider is the Ofcom document:
“IR 2006 - Wireless Access Systems (WAS) including RLANs operating in the 51505725 MHz band”
The latest version of this document can be found on Ofcom’s web site at:
https://www.ofcom.org.uk/spectrum/information (see “Interface Requirements”
section)
In summary, this document details how the 5GHz unlicensed spectrum in divided
in to 2 bands in the UK: band ‘A’ and band ‘B’ (note there is no reference to the
various UNII bands we usually find in Wi-Fi networking text books). These bands
are allocated as follows:
•
•

Band A : 5150 - 5350 MHz (channels 36 - 64)
Band B: 5470 - 5725 MHz (channels 100 - 140)
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Band A channels can only be used indoors. Band B channels may be used indoors
or outdoors and may be used at slightly higher power levels, if required.
IR2006 describes the initial 19 channels that were allocated on the 5GHz band for
WLAN networks. (Note that the number of channels was extended in August 2017
by Ofcom document VNS 2030/3/8, which is described later in this paper.)

EN 301 893 (ETSI)
Although the Ofcom IR 2006 document defines the channels that may be used
within the 5GHz band, it references an ETSI standards document for further
clarification about how the 5GHz band may be used. This document is titled:
“Broadband Radio Access Networks (BRAN); 5 GHz high performance

RLAN; Harmonized EN covering the essential requirements of article 3.2 of the
R&TTE Directive”
This document also has the designation of: “ETSI EN 301 893 V2.1.1 (2017-05)”.
Note there are several versions of this document floating around from previous
incarnations. Version 2.1.1 appears to be the current ratified document (at the
time of writing) and is referenced in the Ofcom VNS 2030/3/8 document we will
consider later.
Several channels in the 5GHz band are subject to DFS restrictions (i.e. Dynamic
Frequency Selection) to ensure that Wi-Fi networks and radar systems using the
same band can peacefully co-exist. In brief, Wi-Fi systems must stop transmitting
and move to a new channel if radar signals are detected on a DFS controlled
channel.
In addition to DFS mechanisms, there are accompanying TPC (Transmit Power
Control) mechanisms that may allow an access point to dictate the transmit
power levels used by a WLAN client on channels used by radar systems (i.e. DFS
channels).
Given the significant rise in the use of Wi-Fi equipment on 5GHz, DFS mechanisms
are particularly interesting to WLAN designers, as they have the potential to
unexpectedly disrupt Wi-Fi systems afflicted by radar systems on the same
channel.
EN 301 893 V2.1.1 dictates that: “Radar detection shall be used when operating
on channels whose nominal bandwidth falls partly or completely within the
frequency ranges 5 250 MHz to 5 350 MHz or 5 470 MHz to 5 725 MHz. This
requirement applies to all types of RLAN devices regardless of the type of
communication between these devices
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Looking back at the channel usage table supplied by Ofcom in IR 2007, this
translates to 5GHz channels 52 through to 140 being subject to DFS restrictions.
(Note: the newer, additional 5GHz channels provided by VNS 2030/8/3 are also
subject to DFS. This will be detailed in the next section of this paper, but for
completeness, be aware that channels 144 – 163 are also subject to DFS)
In addition, TPC controls are also outlined in the table below (which is an extract
from EN 301 893 V2.1.1):

(Credit: Extract from ETSI standard: EN 301 893 V2.1.1)

In summary, channels 52 through to 140 are subject to TPC controls, though the
maximum power that may be used varies across the band. TPC-affected channels
on UK band A may transmit at up to 23dBm when using TPC, and channels in band
B may use up to 30dBm when TPC is employed.
(Note: it appears from the table above that TPC may not be required if reduced
power levels are used)
(Note: For the newer channels 144 to 165, please see the next section in this
paper; they are not addressed by EN 301 893)
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VNS 2030/8/3 (Ofcom)
In August 2017, following several consultation documents, Ofcom published
Voluntary National Specification 2030/8/3. This regulatory specification describes
the use of RLAN equipment within the 5725 – 5850 MHz band. This area of
spectrum effectively forms an extension to the existing 5470 – 5725 MHz block
allocated under IR2006.
Its effect is to extend the spectrum (and hence the number of channels) available
on the 5GHz band to Wi-Fi networks, bringing the UK into alignment with
countries such as the USA who have more generous 5GHz allocations.
A link to the VNS document that provides full details can be found in the
‘References’ section of this paper.
In summary, the VNS document provides six additional 20MHz channels in the 5725
– 5850 MHz band. These are channels 144, 149, 153, 157, 161, 165. This provides
a total of 25 channels for use on wireless LAN networks in the UK.
As with the existing channels in the upper part of the 5GHz band, the new
channels are also subject to DFS restrictions and may be used indoors or outdoors.
The new channels are limited to a maximum EIRP of 200mW (23dBm) with TPC, or
100mW (20dBm) without TPC.
The channels fall in to an area of spectrum designated as “Band C”. Therefore,
we now have channels in bands A, B and C across the 5GHz band available for use
by WLANs.
The channels available are summarised in “Appendix 2 - Spectrum Summary” of
this document.
Although the new channels will provide additional capacity for WLANs in the UK,
we need to be mindful of whether they are (or will be) supported by existing
WLAN infrastructure and clients. There is no point in switching wireless access
points to channels 144 to 165 if your clients cannot operate on those channels (as
they won’t be able to associate with those access points).
In terms of technical characteristics to be applied to WLAN equipment using the
additional channels, many of the recommendations described in VNS 2030/8/3 are
aligned with ETSI EN 301 893 V2.1.1 (2017-05). However, as the channels are not
explicitly defined in EN 301 893, recommendations have been provided by Ofcom
to address any definition shortfalls. One such area is permissible transmit power
levels. The table below is taken from the VNS document and shows the maximum
power levels for the band:
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(Credit: Extract from Ofcom document VNS 2030/3/8)

It is recommended that the reader consults the full VNS document for full
technical details, rather than relying on the high-level summary presented in this
paper. See the “References” section of this for details of how to find the full
document.
Caveat: IR2007 (Ofcom)
For those who have been working in the UK for a while on wireless systems, this
new spectrum allocation may seem a little confusing.
The 5725 – 5850 MHz band (Band “C”) has been available for a number of years
for use by fixed broadband-type links under an existing licensing system. This is
described in Ofcom document IR2007 (“Fixed Broadband Services operating in the
5725-5850 MHz band”). Under IR2007, point to point and wireless ISP systems
have been able to use this band under a “light licensing” system. Each system
needs to be registered with and licensed by Ofcom (for a very low nominal cost).
The new allocation for RLANs under VNS 2030/8/3 does not apply to fixed
broadband systems using the same area of spectrum or exempt them from
licensing. The licensing of fixed broadband systems is still required on the 57255850 MHz band under IR2007 (see the ‘References’ section of this document for
details of how to find IR2007).
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UK 5GHz Channel Summary
Consolidating the Ofcom and ETSI standards data, the following tabulated
summary shows current licence-exempt 5GHz usage for WLANs in the UK.
(Disclaimer - check the current versions of the documents from both Ofcom &
ETSI to verify this information; it may change over time):
Band

Channel

Centre
Freq
(Mhz)

Usage

Max Power
With TPC

Max Power
Without TPC

DFS

A

36

5180

Indoor

N/A

23dBm
(200mW)

No

A

40

5200

Indoor

N/A

23dBm
(200mW)

No

A

44

5220

Indoor

N/A

23dBm
(200mW)

No

A

48

5240

Indoor

N/A

23dBm
(200mW)

No

A

52

5260

Indoor

23dBm
(200mW)

20dBm
(100mW)

Yes

A

56

5280

Indoor

23dBm
(200mW)

20dBm
(100mW)

Yes

A

60

5300

Indoor

23dBm
(200mW)

20dBm
(100mW)

Yes

A

64

5320

Indoor

23dBm
(200mW)

20dBm
(100mW)

Yes

B

100

5500

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B

104

5520

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B

108

5540

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B

112

5560

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B

116

5580

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B

120*

5600

Indoor/Outdoor

30dBm (1W)

27dBm

Yes
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(500mW)
B

124*

5620

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B

128*

5640

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B

132

5660

Indoor/Outdoor

30dBm (1W)

27dBm (
500mW)

Yes

B

136

5680

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B

140

5700

Indoor/Outdoor

30dBm (1W)

27dBm
(500mW)

Yes

B/C

144

5720

Indoor/Outdoor

23dBm
(200mW)

20dBm
(100mW)

Yes

C

149

5745

Indoor/Outdoor

23dBm
(200mW)

20dBm
(100mW)

Yes

C

153

5765

Indoor/Outdoor

23dBm
(200mW)

20dBm
(100mW)

Yes

C

157

5785

Indoor/Outdoor

23dBm
(200mW)

20dBm
(100mW)

Yes

C

161

5805

Indoor/Outdoor

23dBm
(200mW)

20dBm
(100mW)

Yes

C

165

5825

Indoor/Outdoor

23dBm
(200mW)

20dBm
(100mW)

Yes

* May not supported by some equipment in EU due to weather radar considerations (see below)

In summary, this appears to give us 25 channels to use on the 5GHz band in the
UK for Wi-Fi networks.
However, when looking at the datasheet of many Enterprise access points
deployed in the UK, there may be a note that channels 120 to 128 are not
supported. There is generally no accompanying explanation about why these
channels are not available, even though they are available for use under the
specifications provided by Ofcom.
This “missing channels” issue often reduces the number of available licenceexempt 5GHz channels in the UK to 22 (though this is vendor dependant).

The 'Missing Channels' Issue
After some research, it appears that the reason that channels 120 to 128 receive
special treatment by some Wi-Fi vendors is that they occupy frequencies that are
used by weather radar systems.

Version 3.01 (May 2018)

© Nigel Bowden

12

License-Exempt 5GHz Wi-Fi Spectrum in the UK v3
Wi-Fi systems must be careful not to interfere with those systems during normal
operation. Therefore, Wi-Fi equipment has some rather stringent, additional
checks and tests imposed on it to make sure that it does not inadvertently cause
interference.
In the ETSI region (Europe), the standard EN 301 893 dictates that any channels
operating in the frequency range 5.6GHz to 5.65GHz must wait an additional
period before using channels in that range. Channels 120, 124 & 128 use centre
frequencies 5.6GHz, 5.62Ghz and 5.64Ghz respectively.
For most DFS-affected channels, a Wi-Fi device must generally wait for 60 seconds
to verify that no radar is present before commencing operation. This means that
if you power up an access point on a DFS channel, you will not see it start to
broadcast signals for the first minute after power-up, as it listens for radar
signatures.
However, on channels in the 5.6GHz to 5.65GHz range, a device (i.e. Access
Point) must wait 10 minutes before commencing RF transmissions. The table
below (taken from Annex D of the EN 301 893 standard) details this requirement:

(Credit: Extract from ETSI standard: EN 301 893 V2.1.1)

Due to this very lengthy 10-minute wait period, it seems that some manufacturers
have simply chosen to withdraw support for the channels affected (120, 124 and
128).
This is a significant limitation for those of us in Europe (and hence, the UK). The
5Ghz band has become “the band of choice” for many Enterprise organizations
due to:
•

the significant market penetration of 802.11ac amendment-compatible
equipment
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•
•
•

the increased breadth of spectrum available (compared to the 2.4Ghz
band) for WLANs
lower levels of noise & interference (compared to the 2.4GHz band)
the opportunities for channel bonding (and ensuing higher rates) that 5GHz
provides

Losing 3 of the available channels represents the loss of a reasonable chunk of
valuable spectrum.
In general terms, as the number of channels available increases, the requirement
for spectral re-use diminishes, increasing the overall capacity of a WLAN (due to
reduced CCI). This is particularly true of higher density networks.
When considering the impact of this spectrum loss on bonded channels, there is a
loss of 2 x 40MHz channels and a single 80MHz channel. Depending on your
environment, this may reduce design options and potential throughput on larger
(high density) networks.
While it is true that the new channels provided by VNS 200/8/3 will lessen the
impact of the loss of channels 120 – 128 or the UK, remember that there is likely
to be a significant delay between the regulatory availability of these channels and
WLAN equipment support. Understanding the channels supported by your clients
and infrastructure equipment (i.e. both existing and new channels) is vital.
Note: there is a useful online resource detailed in Appendix 3 of this document
that shows the location and frequencies used by weather radar systems in the
UK.
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Comparison of UNII Bands and UK Bands
Despite the clarification around the use of 5GHz channels in the UK, you may still
be wondering how the various UNII bands you may read about in Wi-Fi text books
map on to the UK bands.
Here is a table showing the channels and bands in use in the USA, together with
the corresponding band designations here in the UK:

UK Band

USA Band

Channel

Centre Freq (MHz)

A

UNII-1

36

5180

A

UNII-1

40

5200

A

UNII-1

44

5220

A

UNII-1

48

5240

A

UNII-2

52

5260

A

UNII-2

56

5280

A

UNII-2

60

5300

A

UNII-2

64

5320

B

UNII-2ext

100

5500

B

UNII-2ext

104

5520

B

UNII-2ext

108

5540

B

UNII-2ext

112

5560

B

UNII-2ext

116

5580

B

UNII-2ext

120

5600

B

UNII-2ext

124

5620

B

UNII-2ext

128

5640

B

UNII-2ext

132

5660

B

UNII-2ext

136

5680

B

UNII-2ext

140

5700

B/C

UNII-2ext

144

5720

C

UNII-3

149

5745

C

UNII-3

153

5765

C

UNII-3

157

5785

C

UNII-3

161

5805

C

UNII-3

165

5825
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802.11ac Channel Planning
With the ratification of the 802.11ac “Gigabit Wi-Fi” amendment in December
2013, adoption of the 5GHz band for WLANs has grown significantly and now
accounts for a large proportion of WLAN traffic. This rise in adoption of 5GHz can
be largely attributed to the fact that the 802.11ac amendment only defines the
operation of devices on the 5GHz band. The 2.4GHz band is not included in
802.11ac. Devices using the 2.4GHz band are therefore restricted to legacy
amendments: 802.11n, 802.11g and 802.11b. As Wi-Fi becomes the primary
network access method for many organizations, using 802.11ac (and hence 5GHz),
where possible, has become the default option.
802.11ac also introduced wider channel widths (through channel bonding) to
facilitate some of its (desirable) speed enhancements. Prior to 802.11ac, channel
widths of 20MHz and 40MHz were available under the 802.11n amendment.
802.11ac still provides channel widths of 20MHz and 40MHz, but also provides the
option for wider channel options: 80MHz & 160Mhz.
In simple terms, doubling the channel width used by a WLAN station doubles the
connection speed available (i.e. using an 80MHz channel can provide twice the
potential connection speed of a 40MHz channel). Increased channel widths are
one of the methods used to provide the supposed “Gigabit” speeds promised by
802.11ac. Other technologies, such as multiple spatial streams, are also employed
in combination with increased channel widths to provide the significant speed
enhancements that 802.11ac delivers over previous amendments. While wider
channel widths make great headlines when selling product, in the real world they
have very limited application, due to the increases in spectrum re-use that they
introduce.
Although wider channels provide us with much-improved connection speeds, there
is, unfortunately, a trade-off. If WLAN channels operate at increased widths
within a network (e.g. using 80MHz channels as opposed to 20MHz or 40MHz
channels), the number of unique channels available decreases. This necessitates
more frequent channel re-use across a WLAN, leading to an increase in the
potential for co-channel interference (CCI). This is undesirable, as it can lead to
significant reductions in wireless LAN efficiency and aggregate network
throughput.
The available 20MHz, 40MHz, 80MHz and 160MHz channels available in the UK are
detailed in the graphic below:

Version 3.01 (May 2018)

© Nigel Bowden

16

License-Exempt 5GHz Wi-Fi Spectrum in the UK v3

5350
MHz

5150
MHz

5470
MHz

5725
MHz

Band B

Band A

20 MHz

36

40

44

48

52

56

UNII-1

40 MHz
80 MHz

38

64

100

104

108

112

116

54

42

120

124

128

132

136

140

144

Band C
(5.8GHz Band)
149

153

UNII-2c

UNII-2a

46

160 MHz

60

62

58

102

110

118

157

161

165

UNII-3

126

122

106

5850
MHz

134

142

138

151

159

155

114

50

DFS
Existing channels as per IR 2006

New channels available via VNS 2030/8/3

Potentially impacted by weather radar

Figure 1 - 5GHz WLAN Channels in the UK

If we take in to account the weather radar considerations discussed earlier in this
document (i.e. channels 120 – 128 not supported), the additional channels
provided in the UK by VNS 2030/8/3 gives us:
•
•
•
•

22 x 20MHz channels (4 not affected by DFS)
o (Previously 16 x 20MHz channels)
9 x 40MHz channels (2 not affected by DFS)
o (Previously 6 x 40MHz channels)
5 x 80MHz channels (1 not affected by DFS)
o (Previously 3 x 80MHz channels)
1 x 160MHz channels

For infrastructure equipment that allows use of the weather radar channels, we
have:
•
•
•
•

25 x 20MHz channels (4 not affected by DFS)
o (Previously 19 x 20MHz channels)
12 x 40MHz channels (2 not affected by DFS)
o (Previously 9 x 40MHz channels)
6 x 80MHz channels (1 not affected by DFS)
o (Previously 4 x 80MHz channels)
2 x 160MHz channels

Practical Considerations of Additional Channels
VNS 2030/8/3 provides significant opportunities to increase the channels used in
wireless LAN networks, decreasing the requirement for spectral re-use and
potentially increasing aggregate network throughput.
However, when planning to use the full range of channels now available, the
WLAN network designer must carefully consider device support for the new 5GHz
channels.
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At the time of writing, very few Enterprise infrastructure vendors have provided
support for the new channels in their regional regulatory support settings. This
means that few access points (or their controllers) can support the new channels
when configured for the UK regulatory domain.
Over the next couple of years, it would be reasonable to expect that vendors will
make software updates available or release new equipment that will support the
new channels for the UK region.
However, even when infrastructure equipment provides support for the additional
channels, the capabilities of client devices must be understood. There is little
point in providing a network that uses the new channels, but finding that clients
using that network do not yet support the newer channels. This could lead to poor
performance as client may become associated with sub-optimal access points, or
may even suffer network disconnections if clients are unable to use a nearby
access point on a supported channel.
The good news is that many clients may already support the new channels due to
the existing availability of these channels in other regulatory domains. For
example, many of the newer channels have been available for a number of years
in the USA, meaning that client vendors have already started to support many of
them. Vendors such as Apple already have support for most channels in their most
recent devices. However, many other devices (e.g. various flavours of Android),
particularly lower cost devices, may have varying levels of support for the new
channels.
Whichever clients are deployed on a network, the standard, best-practice advice
is to test all clients to understand their capabilities applies. Though this practice
may have become less common-place as device capabilities of many commonly
deployed clients have become relatively “common knowledge”, the availability of
the newer channels means that capability checking must again become a priority
activity.
Channel Widths
The 802.11ac amendment provides the potential to use channels widths of 20Mhz,
40Mhz, 80Mhz and 160MHz. Channels widths above 20MHz are achieved by
bonding together contiguous groups of 20MHz channels
As we bond channels together beyond the base-level 20MHz channel, the number
of unique channels available reduces. For instance, with 20Mhz channels, we can
now have up to 25 unique channels to use on a wireless LAN. We generally want
to re-use channels in a physical area as infrequently as possible. If two access
points (and by implication, their clients) are close enough to hear each other from
an RF perspective, then they will have to “share” that channel, taking turns to
“talk” on the channel. This reduces the throughput on that channel for both
access points. With 25 unique channels being available, with careful access point
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channel planning, two access points on the same channel are likely to be far
enough apart to not have to “share” the channel. This “sharing” effect is often
referred to as Co-Channel Interference (CCI) and is a major performance killer in
WLANs.
Lots of unique 20Mhz channels means that we have the opportunity to achieve
significant distance between access points on the same channel and achieve very
efficient spectral usage, with low levels of spectral re-use in any given area.
If we now consider 40MHz channels, the number of unique channels available
shrinks to 12 unique channels. While this is still a reasonably high number of
unique channels, you can perhaps understand that access points on the same
channel-pair are now going to be closer together. We will need a higher level of
spectral re-use (i.e. use the same channels more often), which increases our
chances of co-channel interference (i.e. channel “sharing”); this may may lead to
lower levels of spectral efficiency. The challenges (if any) of using this number of
channels will be driven by the size of network and the physical characteristics of
the venue where the network is deployed. 12 x 40Mhz channels may be fine for
smaller networks, or in areas where good RF isolation may be achieved, so their
use should be considered on a case by case basis. (Note: 12 is the maximum
number of channels available – access points that do not support weather radar
channels and clients not supporting the new channels may reduce this
significantly)
Once we consider 80MHz channels, we are down (at best) to a maximum of 6
unique channels. Obviously, the requirement for spectral re-use has now
increased significantly compared to both 20MHz and 40MHz channels. This means
we have to re-use the same channels even more often, again increasing the
opportunities for CCI and reducing aggregate network throughput.
(Note: many Enterprise Wi-Fi vendors use 80MHz channel widths as their default
setting for 802.11ac access points. This is a very poor decision for most
Enterprise settings. Even if you get apparent great physical connection speeds
between clients and APs, your actual client traffic throughput is likely to be
compromised significantly. Do not go with the defaults unless you know it is
suitable for your environment)
802.11ac also provides the opportunity to use 160Mhz channels. These generally
have no place in the Enterprise. Their consumption of vast swathes of available
spectrum means that only one or two unique channels are available on 5GHz,
which would guarantee high levels of CCI from both self-interference (i.e. our
own access points) and neighbouring networks. 160Mhz channels may have limited
application in the home market but are not suitable for the Enterprise or SME
markets.
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Channel Width Best Practice
Providing definitive advice on suitable channel widths to use for WLAN
deployments is challenging. Due to the number of variables involved, it is
impossible to make a one-size-fits-all recommendation.
The decision around which channel width should be used will vary with factors
such as:
•
•
•
•
•

The physical environment and its impact on RF propagation
Client throughput requirements
The impact of neighbouring networks
Client channel and channel width support
Client density

Each environment and network requirements specification will need to be
considered on a case-by-case basis. A solid RF design process (i.e. wireless survey)
will assist in the decision-making process.
Increasing numbers of organizations are using Wi-Fi as their primary network
access method. Client counts and density are therefore also increasing. In higher
density environments, adopting lower channel widths is generally the safest
option. It allows the highest number of unique channels to be used and will
naturally reduce levels of CCI. Many WLAN designers favour 20MHz channel widths
as the default choice in higher density networks.
Adopting wider channel widths is a tempting option, as they provide higher client
connections speeds, which would hopefully provide higher throughput. However,
despite higher connection speeds between client and access point, the actual
aggregate client throughput achieved may be lower than using smaller channel
widths (due to increased CCI).
Each network is unique and has varying characteristics and requirements, so
careful planning and testing is required.
Finally, there are two further points to remember when making a decision around
channels widths:
•

•

Wireless is a 3-dimensional medium. Even if channel planning across the
floor of a building appears to support wider channel widths, remember
that you may have other access points on the floors above and below. RF
bleeds (to varying degrees) between floors. The CCI from adjacent floors
may be higher than expected, depending on building construction
Your wireless network is unlikely to be the only WI-FI network in the area.
Neighbouring networks may well be using some of the channels you intend
to use so that you may end up “sharing” that channel in some areas
(reducing your expected throughput)
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The use of smaller channel widths can help to mitigate both of these issues, as
the number of channels available to avoid other access points on the same
channel increases. As a rule of thumb, using 20MHz channels is generally the
safest option (at least as a starting point).
Dual 5GHz Radio Access Points
Much of the discussion around channel planning so far has made the underlying
assumption that each deployed access point employs the traditional model of
having two fixed radios: one on the 2.4GHz band and the second on the 5GHz
band.
Some vendors have begun providing access points with a certain degree of
flexibility around the band used by access point radios. It is now possible to
switch one or both radios to either required band in some AP models. This means
that it is feasible to deploy access points that may have the traditional model of
2.4Ghz radio and 5GHz radio, or perhaps switch both radios to 5GHz.
The use of dual 5GHz radios may be used to provide additional capacity in higher
density networks. With 2 radios on unique 5GHz channels, the AP can provide
significant throughput increases if clients can be balanced across both radios.
An additional bonus of dual 5GHz radios is that it will able to potentially provide
support for existing channels (Band A & B) on one radio, with support for one of
the newer channels (Band C) on the other radio. This would provide a useful
option to utilise new channels, while providing an option to use an existing
channel on the other radio (hence supporting both clients that support Band C and
those that do not).
802.11n
Although 802.11ac has becoming the 802.11 PHY of choice, there are many
networks and clients that still support only 802.11n. It would be a reasonable
question to ask if older devices that do not support 802.11ac will be updated to
support the new 5GHz channels that have become available under VNC 2030/8/3.
I doubt that many infrastructure or client vendors are likely to provide support
retrospectively on older devices. There is also the question of whether the RF
components used in older devices were created to support the higher end of the
5GHz band. Many 802.11ac devices that already support the new channels
undoubtedly have the required channel support primarily due to the availability
of those channels in the USA. Availability of these channels is a (relatively) recent
occurrence, even in the USA, therefore existing support in older 802.11n devices
is far less likely.
In very old 802.11n devices (and even the 802.11a devices before those), there
was often limited channel support on 5GHz. Many supported only channels 36 –
48, or perhaps channels 36 – 64. This was primarily due to the challenges of
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providing DFS support, which vendors may have chosen to exclude due to
considerations around cost or implementation complexity.

Dynamic Frequency Selection (DFS)
The Dynamic Frequency Selection (DFS) mechanism that impacts a large part of
the spectrum allocated to the 5GHz band in the UK can have some serious
implications for the operation of WLAN equipment. In appendix 2 of this
document, there is a detailed description of how DFS operates and its impact for
UK WLANs. It is worth investing some time in reviewing this additional section for
readers who are not clear on how DFS may impact their Wi-Fi network.

The Future of 5GHz in the UK
The 5GHz band has become the “band of choice” for many Enterprise WLAN
networks, driven to a large extent by the adoption of 802.11ac (which operates
only on 5GHz). As organizations have increasingly come to rely on Wi-Fi
technology as their primary access method, the 5GHz band has been leveraged
due to the increased access speeds that 802.11ac provides.
In addition to the requirement to use 5GHz that 802.11ac imposed, there has
been a growing awareness among WLAN designers of the significant technical
advantages of adopting 5GHz over the 2.4GHz band in Enterprise networks. These
include: lower levels of noise & interference, a significantly wider range of
spectrum (and hence more channels), opportunities for channel bonding and more
desirable propagation characteristics for high density environments.
Although things seem to be moving in the right direction, in terms of the
preference for 5GHz for WLAN deployments, it’s worth taking a few moments to
consider future growth in the use of this spectrum that appears to be on the
horizon.

802.11
Wireless LAN technology has been subject to continuing technical improvements
over the past 20 years or so. With each improvement to the 802.11 standard,
through the addition of PHY amendments, the speed and reliability of WLAN
communication has improved. This has gone hand in hand with the demand from
organizations for the convenience and ease of use of wireless connectivity, which
has become preferred over wired connections in many quarters.
There is no doubt that the deployment of 802.11 networks will continue to grow,
especially those leveraging 802.11ac, together with the demands that this will
place on the spectrum. The availability of this spectrum will vary, depending on
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many deployment-specific factors such as RF power levels used, channel bonding
adoption and the physical environment in which networks are deployed. In
general, the demands on the spectrum will undoubtedly increase due to the
continuing growth in WLAN deployments.
Many vendors are now supplying access points that have the capability to support
5GHz on two radios. This is a useful option in high density environments to
provide additional capacity for clients. This again indicates the increasing
demands that will be placed on 5GHz.
The next incarnation of the 802.11 PHY, 802.11ax, will soon be adopted in to
Enterprise grade wireless equipment (2019 onwards). Although this PHY will
provide support for both the 2.4GHz and 5GHz bands, many organizations that
have learned of the benefits of 5GHz through their experience of 802.11ac will no
doubt continue to prefer it over 2.4GHz. One of the significant challenges of
802.11ax will be co-existence with legacy networks (i.e. 802.11ac, 802.11n), due
to the very significant differences in modulation technology (OFDMA). Although
co-existence will be supported, it will be likely that organizations will deploy dual
5GHz radio access points to support 802.11ax and non-802.11ax devices on
different radios. This will obviously place additional demand on the 5GHz
spectrum availability for organizations (and their neighbours) that adopt this
approach.

IoT
There is much discussion around the deployment of devices that are part of the
“Internet of Things”. There is no doubt that many organizations have a desire to
enjoy the convenience and (apparent) ease of deployment that wireless
technology provides.
There are many existing and emerging wireless technologies that are competing
to provide IoT device connectivity (e.g. Bluetooth, Zigbee, LoRa etc.)
802.11 is not necessarily first choice when considering IoT connectivity. Many IoT
devices have very low power availability (e.g. if battery operated) and will
struggle to meet the power requirements of 802.11 radios. The lower power
levels available also mean that propagation distances are also challenged when
considering the spectrum available to WLANs.
Of the main 2 bands used by WLANs (2.4GHz and 5GHz in the UK), 2.4GHz is likely
to be far preferable over 5GHz, due to its superior propagation characteristics.
In many applications, 5GHz is unlikely to be the first choice for IoT connectivity.
There will no doubt be some scenarios where it is used for IoT connectivity, but I
anticipate that a significant proportion of devices will be better served by other
bands and other technologies.
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LTE
Cellular network providers incur very significant licensing costs for the spectrum
they use for their networks. They may also have demands for service provision at
indoor venues where their outdoor cellular equipment may be unable to provide
the service required.
One possible solution to address some of the shortfalls that cellular providers face
is to use licence-exempt spectrum in the 5GHz band. As the spectrum is available
at no cost and will work well in some scenarios (e.g. in-building networks), this is
a very attractive proposition. There have been a number of trials by cellular
providers around the globe to investigate the viability of leveraging the licenceexempt 5GHz band using LTE technology.
This raises significant questions around the co-existence of wireless LAN
equipment and service-provider LTE solutions. The debate over how these
different may co-exist is still an area of debate, but it seems very likely that
cellular providers will take the opportunity to use the spectrum available in 5GHz
to some degree. The impact on 802.11 networks (if any) remains to be seen.

Fixed Wireless Systems (IR2007)
As mentioned previously, Band C in the UK is already used for fixed broadband
services (see Ofcom document IR2007). As these channels are already being used
for these existing services, there is a small possibility that some WLANs that use
the newly available band C channels could be impacted by fixed radio systems
already using them.
As many of these systems use directional antennas and are often at significant
heights (e.g. tops of buildings), this interference is likely to be very limited.
However, higher floors of multi-storey buildings could be impacted, so this could
be one line of enquiry for unexpected interference on higher floors.
Some fixed wireless systems may also employ non-802.11 PHYs, and cause high
duty cycle, multi-channel spectrum occupancy. These are unlikely to be
problematic to most indoor WLANs, but it is worth remembering that they are
‘out there’

Future Additional 5GHz Spectrum
Even with the addition of the new spectrum provided by VNS 2030/8/3, the need
for spectrum is likely to continue to grow. In the original May 2016 Ofcom
consultation paper (Improving spectrum access for consumers in the 5GHz band*),
a number of short, medium and longer terms proposals were shared. The included
the opening up of Band C (5725 – 5850MHz), that was realised through VNS
2030/8/3, but also proposed future options to open up 5850 – 5925MHz and 5350 –
5470.
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Some of these decisions around spectrum availability will no doubt require further
feasibility studies and regulatory agreement at various national & international
levels. It will be interesting to see if there are any additional moves to open up
additional spectrum following the next World Radio Congress event in 2019 (WRC19).
Interestingly, there have been initial discussions around the use of the 6GHz band
for Wi-Fi networks in both the USA and UK. I believe these are at very early
stages, but it will be interesting to see how these discussions progress and what
there outcome will be.
*Note: this document contains some fascinating insights in to the use of 5GHz
spectrum and other services that use the 5GHz band in the UK. It is
recommended reading for WLAN designers.
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Appendix 1 - The 5GHz “Problem” For Wi-Fi Networks: DFS
This section is taken from a blog article I created to explain the DFS mechanism
and its impact on wireless LANs. It will hopefully provide some useful context to
the numerous references to DFS within this document and has been modified
slightly to reflect DFS operation in UK spectrum.
Wi-Fi networking provides us with 2 bands for the operation of wireless LAN
networks: the 2.4Ghz band and the 5GHz band. The 2.4GHz band has a reputation
of being something of a “sewer” of a band, due to its limited number of useable
channels, the number of Wi-Fi devices already using the band, and the high levels
of non-Wi-Fi interference that it experiences. Many wireless LAN professionals will
generally advise that you put your “important stuff” on the 5GHz band whenever
possible. 5GHz has far more channels available, a corresponding lower number of
devices per channel, and generally suffers much lower non-Wi-Fi interference.
However, beneath the headline of “2.4Ghz = bad, 5Ghz = good”, there lurks a
shadowy figure that can be troublesome if you’re not aware of its potential
impact: DFS.

Background
Wi-Fi networks operate in areas of RF spectrum that require no licence to
operate. This is contrast to many other areas of the radio spectrum that generally
require some form of (paid-for) licence to operate radio equipment.
All wireless services are generally subject to a range of enforceable technical
restrictions to ensure they operate in manner that will minimise interference to
other wireless services. This may include restrictions on parameters such as RF
transmit power levels and limiting the spectral characteristics of transmitted
signals (e.g. channel widths used, spectral masks etc.).
Even though they may be licence-exempt, Wi-Fi networks are still subject to
restrictions to minimise their impact on other wireless services and equipment
the same areas of spectrum as used by WLANs.
One particular service that shares spectrum with wireless LANs is radar. Some
types of radar installation operate in the 5GHz band that is used by Wi-Fi
network. This means that they may use some of the same frequencies that are
used for Wi-Fi networks. This doesn’t apply to all radar stations that have been
deployed; there are many radar installations do not use 5GHz.
However, due to the coexistence of both radar and Wi-Fi networks in the same
area of spectrum, the Wi-Fi standard (IEEE 802.11) was designed to incorporate a
spectrum sharing mechanism on 5GHz to ensure that Wi-Fi networks do not
operate on frequencies (hence causing interference) that are used by nearby
radar stations. This mechanism is known as Dynamic Frequency Selection (DFS)
and is designed to mitigate interference to 5GHz radar by WLANs.
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How Does DFS Work?
DFS operation is as follows:
Channel Availability
Before an AP will use a channel that may be impacted by radar, it will perform a
“Channel Availability Check” to check for radar signals on that channel. The AP
will listen for 60 seconds for the presence of radar signals. If no radar is detected,
then the channel is designated as being an “Available Channel”.
When powering up an AP that uses a DFS channel, you will see that the 2.4GHz
radio becomes available as soon as the AP has completed its boot sequence, but
the 5Ghz radio may not available for another minute. This is due to the AP
performing its channel availability check, if the AP is trying to use a DFS-impacted
5GHz channel.
In some regions, where channels 120 – 128 are allowed for use by Wi-Fi networks,
there may be an increased channel availability check of 10 minutes. This means
that the 5GHz radio is not available until 10 minutes after the access point has
booted up. This extended checking period is due to weather radar restrictions on
those channels.
In-Service Monitoring
Once an AP is operating on a DFS channel, it has to monitor for the presence of
radar signals appearing on that channel. This is known as “In-Service Monitoring”.
The AP must continuously monitor its channel for the presence of radar signals.
Channel Shutdown
If a radar signal is detected, then the AP must cease transmissions on the channel
within the “Channel Move Time”, which is 10 seconds in the EU/UK.
At the end of this period, the AP will have ceased transmissions and moved to a
new channel.
Prior to moving channels, some WLAN solutions may provide a “Channel Switch
Announcement” 802.11 frame to connected clients to advise them which channel
the AP will be moving to. Support for this on both WLAN infrastructure and client
equipment seems to be optional from my own observations and should not be
relied upon as a reliable method for clients to find the AP on its new channel.
Experience shows that there are variations between WLAN solutions around which
channels an AP will choose to move to when radar is detected. In some solutions,
APs that detect radar will move to channel 36 exclusively. In other solutions, APs
will choose to move to any of the available non-DFS channels. Some will jump to
any available 5GHz channel they find (DFS or non-DFS). Behaviour in this area
seems to be inconsistent and is not defined within the 802.11 standard.

Version 3.01 (May 2018)

© Nigel Bowden

29

License-Exempt 5GHz Wi-Fi Spectrum in the UK v3
Non-Occupancy Period
Once radar has been detected on a channel, then the “Non-Occupancy Period”
begins. This is a 30-minute period in which no further transmissions will be made
by the AP on the affected channel.
At the end of the 30-minute period, most APs will attempt to return to their
original channel, subject to a channel availability check. (Again behaviour in this
area varies between vendors)

Radar Signal Characteristics
Radar signals themselves are very short duration pulses of Radio Frequency
energy. In contrast to WLAN signals, they have no specific framing format, which
makes their identification quite challenging.
Looking at the testing methodology in ETSI EN 301 893 V2.1.1 (Annex D), test
pulses sent to WLAN gear under test may vary between 0.5 and 30 micro-seconds
and be subject to a variety of test patterns. The table below is an extract from
the document:

(Credit: Extract from ETSI standard: EN 301 893 V2.1.1)

The diagram below shows a single burst pattern that may be used to test WLAN
devices:

(Credit: Extract from ETSI standard: EN 301 893 V2.1.1)
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There is little doubt, that compared to the detection of well-structured, longer
duration 802.11 frames, WLAN equipment has been set quite a challenge in
reliably detecting radar signals (which can lead to annoying side-effects,
discussed later).

Are All 5GHz Channels Subject to DFS?
No, not all channels in the 5GHz band are subject to DFS. The channels that are
exempt vary from country to country, as dictated by local regulations. In the UK,
channels 36, 40, 44 and 48 are not subject to DFS. However, all remaining
channels are subject to DFS (see Appendix 2 of this document for a detailed
channel breakdown)
Channels that are not subject to DFS operate without having to perform any radar
checks. Therefore, they are not subject to any disruptions from local radar
equipment (or any other sources RF interference that may cause false-positive
detection)

What Happens To Clients During a DFS Event?
Devices that are subject to DFS checks are divided in to two roles: master and
slave. It is the role of the master device to advise slave devices when radar has
been detected and that a channel shutdown is required. In WLANs, the access
point is usually the master device, with the associated clients designated as
slaves.
Once radar is detected, it is the duty of the master device to advise the slaves
that a channel change is imminent via a channel switch announcement message.
This message should advise slaves (clients) which channel the AP intends to move
to.

What Is The Impact on Client Applications During a DFS Event?
Once a radar signal has been detected, the impact on clients due to the required
channel change is “variable”.
WLAN systems may or may not send a channel switch announcement (CSA). If no
announcement is received by a client (or is lost in transit), then the client will be
forced to go through its probing process to find a suitable BSSID with which to
associate. Depending on the network configuration and client capabilities (e.g.
802.11k/v/r), the time to re-associate with the network will vary. Note that even
if a CSA is received, a client may still choose to go through its own AP discovery
process based on probing or 80.211k information it has received.
Once the move to a new channel has been completed, there will then be the
usual delays in the resumption of application data flow due to processes such
network access authentication and DHCP exchanges – these will again vary with
network configuration.

Version 3.01 (May 2018)

© Nigel Bowden

31

License-Exempt 5GHz Wi-Fi Spectrum in the UK v3
Whatever the configuration of the WLAN and client capabilities, the move to a
new channel will not be without some connectivity impact. This impact may be
un-noticeable for users who are using non-real-time applications (e.g. mail, web
browsing), but will certainly have an impact on latency sensitive, real-time
applications (e.g. voice, video).

What Causes False DFS Detection?
Although DFS is, in theory, a great idea to protect systems that share the 5GHz
spectrum, it has a major pitfall: false positives.
Detecting a radar signal signature is quite a tricky business. Due to the variety of
radar signatures that may be detected, together with the short-duration nature of
radar signals, false positive events may be quite frequent in some WLAN systems.
A false positive means that an AP is fooled in to thinking that a radar signal is
present by a non-radar RF signal. This causes a channel change, when one is not
needed. This obviously leads to un-necessary WLAN disruption, that has varying
impact on clients, depending on the applications in-use.
Theories around the exact cause of false positive events seem to be numerous,
depending on who you speak with. I’ve heard the following possible causes cited:
•
•
•
•

Transient conditions due to high densities of clients
Bad client drivers causing short term RF spikes
Co-channel interference from distant APs on the same channel
Local non-Wi-Fi equipment interference

Whatever the cause, the false positives observed generally tend to be observed
during times of increased user presence (i.e. they seem more likely during “office
hours” as user numbers & activity increase).

How Do I Detect DFS Events?
To find out if your network is being impacted by DFS events, you need to check
the trap logs or syslog messages from your wireless system.
All systems should report when a radar hit has been detected. This will generally
be recorded in the logs of the AP, wireless controller or management system.
Often this will be forwarded as an SNMP trap to a management system or perhaps
as a syslog message to your logging server.
If you have log analysis and trending capabilities, it is well worth monitoring radar
events to look for patterns of behaviour (e.g. particular sites, event times and
channels)

What Do “Real” DFS Events Look Like?
You might be scratching your head at this point wondering how you can tell the
difference between “real” DFS events and false positives.
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In my experience, DFS events caused by genuine radar systems tend to be limited
to a specific subset of channels on the 5GHz band. For instance, you may check
your system logs and find that in a particular building, only channels 116 and 120
(for example) are reporting DFS events (i.e. radar hits). Also, these tend to be at
a consistent rata throughout the day.
In contrast, false positives tend to be spread across a very wide portion of the
5GHz band and will vary in frequency throughout the day. They also generally fall
to very low levels outside of office hours and at weekend (depending on the
working patterns of your particular establishment).

How Can I Mitigate DFS Events on a Wi-Fi Network?
There are a few options available to try to mitigate the impact of DFS events on a
WLAN:
1. For genuine radar events that are impacting a subset of the 5GHz band, simply
exclude the impacted channels from any channel planning. If using static
channel planning, then avoid using affected channels. If using an auto-RF
mechanism (i.e. automated channel planning), then exclude the affected
channels from those available to the configuration of the auto-RF process
2. Trying to mitigate false positives is a little more tricky. Options include:
a. If you have sufficient non-DFS channels, do not use DFS channels at all
in channel planning. This option is very much dependent on WLAN
capacity requirements and the local regulatory domain in which the
network operates
b. Work with the WLAN vendor to find out if they have a more recent
version of operating code that is less susceptible to DFS false positives.
I have seen this approach used many times, with varying degrees of
success
c. Work with a vendor or VAR to try to identify any local sources of
interference that may create false positives. Occasionally, it may be
possible to identify a particular client type or item of non-Wi-Fi
equipment that is causing false positives, If you have a support
contract, assistance from a suitably qualified WLAN expert armed with
a spectrum analyser and able to perform log analysis may be invaluable
in tracking down offenders.
d. If you vendor is unable to fix the issue, it may be worth trying an
alternative vendor. Though this may seem extreme, I have seen huge
variations between vendors and their susceptibility to DFS false
positives. A limited-scope proof of concept costs little to deploy and
can provide amazing leverage with your existing vendor…

What will be the impact of DFS on my Wi-Fi Network?
The impact of DFS events on your network (both “real” & false positive) will
always be the same: a DFS event is detected and an AP will change channels. This
will also cause the associated wireless clients to change channels.
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The actual impact on the end-user will vary depending on what they are doing on
their client.
Many applications that aren’t latency sensitive will simply continue with little
obvious impact on service. If a user is browsing the web, sending email or even
streaming a video file (assuming some buffering), they will generally not notice
their client jump between channels as their associated AP changes channels. This
assumes your WLAN is correctly designed so that clients have viable alternative
APs available.
If clients are using real-time, latency sensitive applications, then they are much
more likely to observe some sort of negative impact. The transition to a new
channel is likely to be quite long (in WLAN terms). It will vary depending on the
required operations (e.g. channel probing, 802.1X exchanges, DHCP exchanges
etc.), but will generally be long enough to have an impact of real-time
applications such a voice and real-time video. The use of enhanced WLAN
features such as 802.11r/k may help to ensure that clients can significantly speed
up the AP selection and roaming process.
These considerations provide a useful indication as to whether DFS events are
going to provide problems on your WLAN and whether you should consider the
impact of DFS on your wireless network.

Conclusion
In many Enterprise wireless WLANs, there will generally be a requirement to use
as many 5GHz channels as possible. This provides opportunities to mitigate cochannel interference and increase capacity through the use of channel bonding (if
required).
However, understanding and verifying the impact (if any) of radar detection is
important to ensure the requirements of our WLAN design are not compromised.

Version 3.01 (May 2018)

© Nigel Bowden

34

License-Exempt 5GHz Wi-Fi Spectrum in the UK v3

Appendix 2 – UK 5GHz For WLANs Summary

(Download a PDF version of this sheet from: https://wifinigel.blogspot.co.uk/2017/10/uk-5ghz-wlan-spectrum-allocation-august.html)
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Appendix 3 - Weather Radar Site Locator
Opera Weather radar locator URL:
http://eumetnet.eu/wp-content/themes/aeron-child/observationsprogramme/current-activities/opera/database/OPERA_Database/index.html
Filtering instructions:
•
•
•

Select “Band C”
Zoom in to an area and click on the radar station
Scroll down radar station pop-up and observe operating frequency
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